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Abstract

This document presents the intermediate version of the Data Management Plan (DMP) of the Quantum-
oriented Update to Browsers and Infrastructures for the PQ Transition (QUBIP) project, updated at M18. It
describes how reused and generated data will be managed during and after the project, according to the
Findable, Accessible, Interoperable and Reusable (FAIR) principles, in alignment with the Horizon Europe
guidelines [1, 2, 3]. This document contains a summary of relevant aspects of the data, which include
details about the type, purpose, size, and origin. It also includes an explanation of various aspects related
to compliance with the FAIR principles. Finally, an overview of resource allocation, data security, ethics and
other issues are presented. The structure of this document follows the recommendations of OpenAIRE [2].
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1 Introduction

This document presents the intermediate version of the DMP of the QUBIP project, updated at M18. It de-
scribes different strategies, procedures, and aspects regarding the data management activities, including
data generation and reuse, types and formats, purpose, expected size, origin, and utility. A clear and trans-
parent data management plan is crucial for modern research collaborative projects since large amounts of
data may be generated, processed and used among multiple partners from different disciplines and back-
grounds. A well-structured and comprehensive DMP ensures that data is managed ethically, securely, and
in compliance with relevant regulations and standards.

The DMP is a “living document” that will describe the data management according to the evolution of the
project. This means that changes in the data management procedures and activities will also be reflected
in the last versions of the DMP, Deliverable D5.4 at M36.

This document has been developed taking into account feedback from all partners within the consortium.
It is in line with the Guidelines for Open Access to Scientific Publications and Research Data in Horizon
Europe [1], the General Data Protection Regulation (GDPR), and the Horizon Europe FAIR Data Manage-
ment guiding principles [2, 3]. By establishing clear guidelines and procedures for data management, the
DMP aims to maximize the value of the project’s data assets, promote open science and ensure compli-
ance with regulatory requirements and ethical standards.

This document follows the recommendations of OpenAIRE A.M.K.E [6], which is a non-profit organization
with a mission to promote open scholarship and improve discoverability, accessibility, shareability, reusabil-
ity, reproducibility, and monitoring of data-driven research results, globally. Concretely, the DMP is based
on the Research Data Management guide [2], which contains a template for the DMP. The structure of
this document is here detailed:

» Chapter 2 briefly describes the QUBIP project in order to give the appropriate context to the DMP.
» Chapter 3 describes different aspects of the generated and reused data of the project.

+ Chapter 4 outlines how the research data will follow the FAIR principles, in alignment with the Horizon
Europe mandates.

» Chapter 5 describes other aspects of data management such as the allocation of resources, security
and ethical aspects, and other research outputs.

» Chapter 6 draws the conclusions and provides the next steps for final iteration of the DMP.

This project has received funding from the European Union under the
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2 QUBIP Overview

The development of Quantum Computers (QCs) pose a significant threat to traditional public-key cryp-
tography, which is the cornerstone of today’s security over the Internet. Traditional public-key cryptogra-
phy relies on the complexity of mathematical problems such as large number factorisation and discrete
logarithm computation [7, 8] which can be broken when powerful and stable Cryptographically Relevant
Quantum Computers (CRQCs) become available [9, 10]. Consequently, the transition from traditional to
Post-Quantum Cryptography (PQC) is mandatory, albeit complicated, given its extensive impact on nu-
merous functions, algorithms, and protocols with unknown cascades of dependencies. The transition to
PQC is expected to be more complicated than previous ones (e.g., from SHA1 to SHA256 or from RSA to
Elliptic-curve cryptography), as rigorous analysis of its inherent complexity is required alongside ongoing
standardisation efforts for PQC. It is therefore imperative to begin this transition now. This will help to
identify and address the barriers and to experiment with effective strategies to overcome them.

QUBIP is designed to contribute to the EU transition to PQC with the aim of streamlining the process and
creating a replicable transition model (and also to counter quantum threat as soon as possible). QUBIP
focuses on digital systems addressing the 5 main building blocks that use public-key cryptography for
security purposes: hardware, cryptographic libraries, operating system, communication protocols and ap-
plications. QUBIP addresses all 5 blocks coherently solving all dependency issues that may arise within
each block and between blocks with the ultimate goal of validating at Technology Readiness Level (TRL) 6
three pilot systems: Internet of Things (loT)-based Digital Manufacturing, Internet Browsing, and Software
Networks Environments for Telco Operators.

The return on experience from the three practical exercises on the transition to PQC will then be maximised
through the development of a migration playbook. This will include the lessons learned and an assessment
of the technical, economic, and regulatory barriers encountered, together with the solutions to overcome
them, to enable the definition of a replicable process and to provide structured support to industry stake-
holders. The technical activities will be underpinned by three supporting activities: (i) evaluation of the
capabilities of QC to assess their implication to algorithms and protocols adopted,(ii) contribution to stan-
dardization efforts addressing transition to PQC, and (iii) design of policy measures addressing technology
changes coming from the advent of QC and PQC.

In achieving the Strategic Objectives recalled in Section 3.3, the QUBIP project may generate data that
will need to be properly managed. This DMP provides a comprehensive plan and guidelines for the data
management in the project.

This project has received funding from the European Union under the

11

Horizon Europe framework programme [grant agreement no. 101119746].



QuUBIP PUBLIC D5.3 Data Management Plan
(intermediate version)

3 Data Summary

This chapter serves as a comprehensive overview of the data generated, collected, and used throughout
the duration of the QUBIP project.

3.1 Reused data
QUBIP is going to reuse data produced by other PQC-related initiatives.

Quantum-Secure loT-based Digital Manufacturing pilot: it will reuse the PQC implementations
provided by libogs [11], PQClean [12], and pgm4 [13]. The specific Hardware (HW) and Software (SW)
implementations can be verified using the test vectors published by the maintainers of these libraries or
by National Institute of Standards and Technology (NIST) (e.g., SHA3/SHAKE and MACs algorithms). If
the test vectors are not available, appropriate data from the literature will be used. In addition, existing
performance data (e.g., key sizes, signature sizes, signature latency and verify latency) can be reused or
generated by running the actual PQC implementations for comparison.

Quantum-secure Internet Browsing pilot: it will reuse the PQC implementations provided by libogs
[11], PQClean [12], libcrux [14], and noble-post-quantum [15]. Where relevant, data published by
open source projects such as OpenSSL [16], NSS [17], Mozilla Firefox [18], ogs-provider [19] and
standards/specifications can be used to extract guidelines for the correct use of PQC algorithms. In
addition, existing performance data (e.g., key sizes, signature sizes, signature latency and verify latency)
can be used or generated by running the actual PQC implementations for comparison.

Quantum-secure Software Network Environments of Telco Operators Pilot: it will reuse data from
existing open source projects to optimise algorithms and their implementations, to set the configuration
parameters, to select proper tests and compare performance. These open source projects include Open
Source MANO (OSM) [20], TeraFlowSDN [21], Kubernetes [22] and L2S-M [23].

For the sake of clarity, QUBIP will make use of existing, largely revised implementations of PQC algorithms.
Existing SW implementation of the building blocks that make up the three pilot demonstrators will also be
used and leveraged to make the transition to PQC. When possible, QUBIP will not develop new software,
but will focus on the transition of existing secure solutions.

3.2 Types and formats of data

The following types of data will be generated or reused during the QUBIP project:
1. Documentations, including technical reports, dissemination material, SW and HW documentation;
2. SW and HW implementations, consisting in source code, object files and executable files;
3. Key Performance Indicators (KPIs) and Targets, at building block level and at system level;
4. Benchmarks and test results, at building block level and at system level.

Table 3.1 reports an evolving set of formats and files extensions that are associated to the identified types
of data.

This project has received funding from the European Union under the
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Formats of data File extensions
Source code C, Cpp, h, rs, bin, ini, py, m, Verilog-HDL
Structured or semi-structured data csv, xls, ods, json
Text txt, pdf, doc, pptx, html, md, log
Audio-visual irg, png, bmp, svg, mp4, mkv

Table 3.1: Formats of data generated or reused in QUBIP and corresponding file extensions.

3.3 Purpose of the data

The QUBIP project sets ten Strategic Objectives (SOs):

S01: Constantly evaluate the capabilities of quantum computers to assess their implication to Post-
Quantum (PQ) primitives, algorithms, and protocols adopted by the QUBIP project.

S02: Address the transition of loT devices focusing on HW implementation of quantum-resistant
public-key cryptography in the form of both external and integrated Secure Elements (SEs). HW
implementation considers (i) acceleration of most-time demanded operations, (ii) reduction of power
consumption, (iii) minimization of resources (e.g., memory and chip size area), (iv) miniaturization
of systems to ease the development and portability and (v) resilience against side channel and fault
injection attacks with proper countermeasures.

S03: Explore the transition of OpenSSL and NSS cryptographic libraries to PQC through loadable
modules with the main goal of plugging (/) PQ algorithms and schemes in the existing SW ecosystem
and (if) PQ HW implementations transparently.

S04: Start the transition of Fedora Operating System (OS) to PQC by addressing the integration
of PQ libraries (i.e.OpenSSL and NSS) to provide the upper layers quantum-secure communication
capabilities through Post-Quantum/Traditional (PQ/T) hybrid Transport Layer Security (TLS) v1.3.
This objective subtends backwards compatibility with traditional cryptography-based operations.

S05: Experiment with the transition of Firefox browser toward a post-quantum security state through
adoption of PQ/T hybrid TLS for key-exchange and authentication, and PQ Zero-Knowledge (ZK)
Verifiable Credentials (VCs) for application level authentication and authorization.

S06: Hardening the security of IPsec by extending key exchange capabilities leveraging the conver-
gence of Quantum Key Distribution (QKD) and PQC.

S07: Experiment with the transition of three systems to quantum-secure state leveraging a proper
combination of cryptographic agile building blocks developed in accordance with previous five SOs
(from SO2 to SO6). SO7 subtends to reach quantum-secure state while ensuring the minimum-
security level provided by traditional cryptography and without introducing new attack vectors.

— S807.1: Enable quantum-secure loT-based digital manufacturing.

— S07.2: Reach quantum-secure Internet browsing.
— S07.3: Deploy quantum-secure software network environments for telco operators.

S08: Validation of the three quantum-resistant systems.

S09: Build and maximize the return-of-experience from the transition exercises (addressed by SO7)
evaluating all the technical, economic, and legal barriers encountered and proposing the solutions
to overcome them.

S010: Maximize industrial impact by contributing to relevant standardization bodies and open-
source projects directly involved or impacted by transition to PQC. Build awareness on the tran-
sition to PQC implications and solutions among other concerned standardization organisations and
regulatory bodies.

This project has received funding from the European Union under the
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S0O3: Transition of OpenSSL and NSS libraries S06: Hardening

SO2: Transition of
HW implementation
of loT devices

security of IPsec
through QKD and

PQC
SO4: Transition of Fedora OS to PQC
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Evaluating
capabilities of
Qc

SO5: Transition of Firefox browser

SO8: Validation of the three pilot demonstrators

SO7: Combine SO2-SO6 to build the three pilot demonstrators
|

Data: Documentation

Figure 3.1: Structure of the Strategic Objectives of QUBIP project and its relation to data.

The purpose of data generation in QUBIP is related to one or more of the SOs, as shown in Figure 3.1.
Table 3.2 presents the evolving list of data that will be generated during the activities foreseen to achieve
the SOs, highlighting the relation between each SO, the types of data and the formats of data.

3.4 Expected size of the data

The expected size of generated data is very heterogeneous, depending on the nature of each activity. As
a first estimation, data related to evaluation and validation of the demonstrators will be less than 100 GB
per pilot.

3.5 Origin of the data

The origin of the generated data may be:
» Experimental: non-processed data generated from an experiment or test.
» Observational: data obtained during the execution of an experiment or test.
 Derived: processed data, generated from experimental data or directly by humans.
+ Literature: source of information.

The origin of the reused data will be the source code and documentation of original software QUBIP
relies on for the transition to PQC, specifications provided by entities such as Internet Engineering Task
Force (IETF), NIST, World Wide Web Consortium (W3C), Organization for the Advancement of Structured
Information Standards (OASIS) among others, and source code and documentation previously developed
by the partners. Also, data from scientific literature from International Association for Cryptologic Research
(IACR), Institute of Electrical and Electronics Engineers (IEEE), and Association for Computing Machinery
(ACM) repositories on PQC implementations will be used as a reference.

This project has received funding from the European Union under the
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Types of data Source code | Structured or semi-structured

Text | Audio-visual

SO1 Documentation X X

Documentation X X X

SW and/or HW implementation X
S02, 503, S04, S05, S06 KPIs and Targets at building block level X

Benchmarks and test results at building block level X X
SO7 Documentation X X

Documentation X X
S0O8 KPIs and Targets at system level X

Benchmarks and test results at system level X X
S09, SO10 Documentation X X

Table 3.2: Relation between Strategic Objectives, types and formats of data.
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QUBIP project focuses on the transition from traditional cryptography to PQC of protocols, networks, and
systems we use today. Therefore, data generated during the QUBIP project may be useful for a number of

target groups, as shown in F

igure 3.2.

POLICY MAKERS and REGULATORS

- Policy Makers
- Regulatory Agencies

SCIENTIFIC COMMUNITIES

- |IEEE Computer and
Communication societies

- ACM SIG on Algorithms and
Computation Theory

- ACM SIG on Embedded
Systems

- Internet Society

- IACR

- Certification Bodies (at local, regional,
national, European level)
a

INDUSTRIES

HW design and manufacture
loT devices manufacture
Network devices manufacture
Telco operators

Digital identity

Data

R&D INITIATIVES

- Open-HW communities

- Crypto libraries communities

- Network protocol
communities

- OS Linux communities

- SSl and DLT communities

Utility

v
SOLUTION PROVIDERS and INTEGRATORS
- PQ solution developers

STANDARDIZATION BODIES &
WORKING GROUPS

IETF

ISO

ETSI
CEN/CENELEC
W3C

TolP

INATBA
StandICT.eu

- IP providers
- Integrators
- Cybersecurity companies

Figure 3.2: Data utility for the QUBIP project.
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4 FAIR Data

The FAIR principles [3, 24] serve as a foundational framework for ensuring that research data and out-
puts are Findable, Accessible, Interoperable, and Reusable. These principles are crucial for fostering
transparency, collaboration, and efficiency in research endeavours, and they are particularly relevant in
the context of Horizon Europe projects, which aim to advance scientific knowledge and address societal
challenges through interdisciplinary collaboration and innovation.

Findability of data makes research outputs easy to find for both humans and machines. This involves
assigning unique identifiers such as Digital Object Identifier (DOI) to datasets and other research outputs.
Additionally, metadata should be richly described using standardized vocabularies and made available
through searchable repositories or databases. Adhering to this principle ensures that the outcomes of
funded research are discoverable, maximizing the impact of the research.

Accessibility is essential for other researchers to retrieve and use research outputs easily. This involves
ensuring that data and resources are stored in accessible repositories and that appropriate access controls
are in place to protect sensitive data. By adhering to the accessibility principle, Horizon Europe projects
promote collaboration among researchers from different institutions and fields.

Interoperability refers to the ability of different systems, tools, and datasets to work together without
difficulties. In the context of research data, this means adopting common data formats, standards, and
protocols to facilitate data integration, analysis, and reuse across different disciplines and platforms. By
ensuring interoperability, Horizon Europe projects enhance the reproducibility of research, enabling the
possibility to combine and compare data from multiple sources.

Reusability emphasizes the importance of designing research data and outputs in a way that enables
their reuse for future research purposes. This involves providing clear and comprehensive documentation,
including metadata, and open licences, to facilitate understanding and reuse. Data should also be stored
and preserved in a sustainable manner to ensure its long-term usability and reproducibility.

By adhering to these principles, researchers can enhance the visibility, accessibility, and impact of
their work, promote collaboration and knowledge exchange across disciplines, and accelerate scientific
progress.

4.1 Making data findable, including provisions for metadata

With the goal of making data findable, data will be automatically identified by a corresponding persis-
tent identifier when deposited in a trusted repository. The type of persistent identifier will depend on the
specifications of the repository. Documents such as technical reports, user/developer manuals for SW,
contributions to standards and similar documentation will be identified through a DOI.

Metadata will be added to ease data discovery. It will contain information such as title, authors, description,
origin, etc. The exact structure or content of the metadata will depend on the nature of the data. Stan-
dards for metadata creation and management will be used in compliance with the selected data repository.
Data deposited in Zenodo' will be provided with public machine-readable metadata. The metadata will
be compliant with DataCite’'s Metadata Schema [25] minimum and recommended terms, with a few addi-
tional enrichment. Metadata of each record is indexed and searchable directly in Zenodo’s search engine
immediately after publishing, and it is sent to DataCite servers during DOI registration and indexed there.

1Zenodo is a general purpose repository described in Section 4.2.1

This project has received funding from the European Union under the
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Standard keywords from QC, PQC, cybersecurity, and networking science will be used.

4.2 Making data accessible

4.2.1 Repositories

Data generated by the QUBIP project will be deposited in the QUBIP official Zenodo repository [4] to
facilitate findability and accessibility, and linked on the QUBIP project website. Zenodo is a general purpose
repository developed under the European OpenAIRE program and operated by CERN, with clear and open
policies for data, in line with the FAIR principles and the European Union (EU) standards. As a common
principle, data sharing will follow recommendations from the Security Advisory Board (SAB) to comply with
security requirements.

Q QuUBIP .

@ https://qubip.eu @ Project

Q Records 28 Members

Figure 4.1: QUBIP official Zenodo repository [4].

It is worth to highlight that open access research data do not jeopardize future intellectual property and
exploitation rights that may arise in during the project, in accordance with the Consortium Agreement (CA).

When relevant, data will also be available through the institutional repositories of the partners (e.g., Digi-
tal.CSIC repository, Fedora repository, Tampere University Research Portal). Different trusted repositories
may enforce specific security policies depending on the characteristics of the data. These security policies
include data classification by sensitivity level, backup mechanisms, or protocols for controlled data access
and authentication. QUBIP will adhere to these security policies.

4.2.2 Data

Following FAIR and ‘as open as possible, as closed as needed’ principles, all non-sensitive data will be
made openly available. This data will be deposited on Zenodo under the Creative Commons licence CC
BY 4.0. The related metadata will be deposited under Creative Commons Public Domain Dedication (CCO0)
licence to ensure reusability. The corresponding service will provide persistent identifiers to promote data
identification and citation.

Some datasets generated during the project may be so focused on the development of a specific activity
that there is no apparent utility outside this context. In this case, this should be clearly explained, and the
dataset should not be published.

Sensitive data will be managed following the Grant Agreement (GA) and the CA. This data includes soft-
ware under exportation law, personal data, and data derived from experimental realizations, including
specific segments of algorithms protected by intellectual property rights. GDPR will be followed for per-
sonal data. Not publishing, or under embargo, or other restrictions is allowed, but only if there are sufficient
grounds to do so (e.g., to seek protection of the intellectual property). In general, research data will be
made available as soon as possible. However, in case an embargo is applied, the specific duration of the
embargo will depend on the nature and characteristics of the data, and this will be made available after the
embargo period. The Industrial Property Units or Technology Transfer Offices for each partner will help in

This project has received funding from the European Union under the
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designing and implementing, in close collaboration with the researchers involved, a protection strategy for
the results of research of commercial and industrial relevance.

Concerning the data access, data will be openly accessible though free and standardized protocols. These
protocols will depend on the repository where the data is stored.

Sensitive data will be kept private. If a third party is requiring access to data, the representative of the
corresponding institution will discuss this request with the consortium, and a contact information will be
provided. The identity of the person accessing the data will be ascertained through standard protocols and
methods whenever applicable.

Finally, no data access committee is needed for the QUBIP project, since there is no need to evalu-
ate/approve access requests to published data.

4.2.3 Metadata

Following the FAIR principles, metadata will be made openly available and licensed under a Creative
Commons Public Domain Dedication (CCO). If required, metadata will contain information to enable the
user to access the data. Both metadata and data will be available as long as they remain deposited in the
corresponding repository, as a general principle, no less than five years after the conclusion of the QUBIP
project. In general, all information will be accessible through standard, commonly used formats and open
source applications. If scripts are required to process data or metadata, they will be included under Open
Source Initiative (OSI) approved licences.

4.3 Making data interoperable

Standard vocabularies and formats will be used to make the data interoperable. If non-standard or unfamil-
iar vocabularies (e.g., specific context-dependent abbreviations or similar) are used, they will be explained
through metadata or README files in a text-based format. Community-endorsed interoperability best
practices will be followed, whenever possible. This includes the use of common (open) formats and stan-
dards for data, controlled vocabularies, or avoiding the creation of data which needs a proprietary software
to be used. In case it is unavoidable the use of uncommon or project specific ontologies or vocabularies,
mappings or explanations in terms of standard ontologies or vocabularies will be provided. If needed or
required, qualified references [26] will be included.

4.4 Making data reusable

In order to facilitate data reusability, README files will be provided; they will provide clear and comprehen-
sive explanation of the metadata and data contents. All published data will be usable by third parties under
the corresponding licences, and provenance of the data will be documented through metadata, README
files and citations.

This project has received funding from the European Union under the
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5 Resources, security, ethical aspects and other issues

5.1 Allocation of resources

There are no additional costs for making QUBIP data FAIR and publishing it on the selected repositories.

The General Assembly appointed Javier Faba, representative of UPM, as the Data Manager (DM) for the
QUBIP project during the QUBIP Kick-off-Meeting (KoM). The DM oversees the data collection, prepa-
ration and publication, performs data quality management and is responsible for the application of the
DMP.

5.2 Data security

Data will be deposited in trusted repositories to promote long-term preservation and curation. For data de-
posited in public trusted repositories, security will be provided by the entity responsible for the management
of the repository. For data deposited in the institutional repositories of each partner, security provisions
will be determined and provided by the corresponding institution. They usually include frequent backups,
storage of copies on local drives, etc. As stated in Section 4.2.1, data sharing will follow recommendations
from the SAB to comply with security requirements.

5.3 Ethics

Because of the nature of the QUBIP project, no data will cause ethical or legal issues with respect to
data management or sharing, but personal data could be collected under the context of some activities
(e.g., running of the Quantum-secure Internet Browsing pilot demonstrator, conferences, workshops, and
webinars organized by QUBIP project, etc). In these contexts, QUBIP adheres to the principles of informed
consent, ensuring that participants are adequately informed about the purpose of data collection, storage,
and sharing. QUBIP data sharing practices are aligned with the GDPR. We ensure that all data processing
activities, including sharing, adhere to these legal frameworks. Informed consent for data sharing and long-
term preservation will be included in all questionnaires that involve the collection of personal data.

5.4 Other research outputs

In addition to the data management procedures, this DMP considers and plans for the management of
other research outputs that will be generated during the project. These outputs include all open source
software and hardware, see the list of Key Exploitable Results (KERs) in Deliverable D4.2, that will be
made available via the QUBIP official GitHub repository [5].
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Figure 5.1: QUBIP official GitHub repository [5].

5.5 Other issues

If necessary, internal further procedures will be adopted for data management (e.g., standard Fedora SW
development procedures). These internal procedures will not violate the GA and the CA.
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6 Conclusions

This document has presented the intermediate version of the DMP of the QUBIP project, updated at M18.
The DMP describes the data that will be reused and generated during the QUBIP project, and it outlines
how this data will follow the FAIR principles.

The data reused and generated, and more generally the outputs of the project, will be very heterogeneous
due to the multidisciplinary nature of QUBIP. This is reflected in the different types and formats of data
that the project may generate in the course of its activities to achieve its ten SOs. QUBIP will adopt all
necessary procedures to manage data in accordance with FAIR principles.

Finally, it is important to note that the DMP is a living document. This means that it should evolve and
that it will be updated according to the lessons learned and future needs. The final version of the DMP,
Deliverable D5.4 at M36, will include possible changes and updates to this intermediate version, together
with the final list of open datasets and other research outputs generated.
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